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USA Russia
6,800 7,000

United Kingdom
215

U.S. Nuclear Weapon

North Korean Nuclear Weapon

There remain about |
15,000 nuclear weapons W
in the world today

Hans Kristensen and Robert Norris, Nuclear Notebook, Federation of American Scientists and thebulletin.org/nuclear-notebook-multimedia
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200 kt

(47.8 square miles)
Area destroyed by mass fire

200 kt

(5.7 square miles)
Area destroyed by air blast

A modern nuclear weapon has
a destructive power tens to New York City

A 200-kt nuclear explosion would immediately kill more

hundreds of times greater than L
the Hiroshima bomb

increase this number.

Credit: S. Glasstone and Philip Dolan, The Effects of Nuclear Weapons, 3rd Edition, Washington, DC, 1977 and nuclearsecrecy.com/nukemap
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Can't lose the 2020 election if there is no
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EXCLUSIVE INVESTIGATIONS OCT 11 2017, 7:23 AM ET

Trump Wanted Tenfold Increase in
Nuclear Arsenal, Surprising Military

by COURTNEY KUBE, KRISTEN WELKER, CAROL E. LEE and SAVANNAH GUTHRIE

12:40 PM - 8 Aug 2017



http://www.chappatte.com/en/images/trump-president
http://twitter.com/bilgeebiri/status/895006813078401027
http://www.nbcnews.com/news/all/trump-wanted-dramatic-increase-nuclear-arsenal-meeting-military-leaders-n809701

THE BAN TREATY

NEGOTIATED BY 122 COUNTRIES, UNITED NATIONS, MARCH-JULY 2017

In October 2016, Germany voted
| _ S against resolution L.41
1 S (to begin negotiations of a ban treaty)
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http://www.apple.com

THE BAN TREATY
AND THE 2017 NOBEL PEACE PRICE FOR ICAN
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VERIFICATION CHALLENGES OF DEEP REDUCTIONS
AND A NUCLEAR WEAPON FREE WORLD

[ Verifying numerical limits

on declared nuclear warheads |

- Establishing confidence in the absence
www.verification.nu of undeclared stocks or production

Confirming the authenticity
of nuclear warheads

Revision 3



VERIFICATION CHALLENGES OF DEEP REDUCTIONS
AND A NUCLEAR WEAPON FREE WORLD
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| Confirming the authenticity
www.verification.nu of nuclear warheads
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THERMONUCLEAR WARHEAD

ON AVERAGE, A MODERN NUCLEAR WARHEAD MAY CONTAIN
3-4 KG OF PLUTONIUM AND UP TO 25 KG OF HIGHLY ENRICHED URANIUM

Primary
Typically contains plutonium
(and/or highly enriched uranium) |

\

i
J

et o

\

i

: ' hif
Y ;.\ = "
S l ‘ A . .‘__... A = |
B LN /
- o o : ¥
- \ V —'f.'.- ’- -4
B # W

g
Secondary

Typically contains highly enriched uranium
(and lithium-deuteride as fusion fuel)
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NUCLEAR WEAPONS HAVE UNIQUE
RADIATION SIGNATURES

BUT THEY ARE SENSITIVE AND CANNOT BE REVEALED TO INSPECTORS

~r
-~
—
w
~r
Lol
o
o~
po
12

M. Kiitt and A. Glaser, Vintage Verification, 34c3, December 2017

14



NUCLEAR WARHEAD VERIFICATION

KEY CONCEPTS OF (PROPOSED) INSPECTION SYSTEMS

ATTRIBUTE APPROACH TEMPLATE APPROACH
Confirming selected characteristics Comparing the radiation signature
of an object in classified form from the inspected item with a reference item
(for example, the presence/mass of plutonium) (“golden warhead”) of the same type

M. Kiitt and A. Glaser, Vintage Verification, 34¢3, December 2017 15



"All I see is a green LED
with a bo&&erj connected ko Lk




WHY ARE WARHEAD INSPECTIONS SO HARD 7

(AS SEEN FROM INSPECTOR’S PERSPECTIVE)

VERY LITTLE (IF ANY) INFORMATION ABOUT THE INSPECTED ITEM CAN BE REVEALED
Some information may be shared in advance, but no additional information during inspection

ADVERSARY/COMPETITOR HAS (DE FACTO) INFINITE RESOURCES
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EXAMPLE 1

TRUSTED RADIATION
IDENTIFICATION SYSTEM (TRIS)

Sandia National Laboratories, 1999-2001




TRUSTED RADIATION IDENTIFICATION SYSTEM

(SANDIA NATIONAL LABORATORIES)

v - Sodium-iodide detector
~ (in lead shield)

12 V Battery

Display and Keypad

Trusted processor
|n tamper- |nd|cat|ng enclosure)
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WHAT WE LIKE ABOUT TRIS

SIMPLE DETECTOR SYSTEM

Passive low-resolution measurement (of gamma emissions from inspected item)
with standard sodium-iodide detector

M. Kiitt and A. Glaser, Vintage Verification, 34c3, December 2017 Y []



WHAT WE DON'T LIKE AS MUCH

COMPLEX (AND MOSTLY) CLOSED HARDWARE PLATFORM

Includes a PC/104 board made by WinSystems (winsystems.com)
based on an AMD 586 CPU (~ 4 million transistors) and a
Xilinx FPGA to acquire and digitize detector data

M. Kiitt and A. Glaser, Vintage Verification, 34¢3, December 2017 21


http://winsystems.com

EXAMPLE 2

UK-NORWAY
INFORMATION BARKKIE

UK-Norway Initiative, 2007-2017



http://www.ukni.info

UK-NORWAY INFORMATION BARRIER

Phase Ill Design of Information Barrier
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http://ukni.info

WHAT WE LIKE ABOUT THE UKNI-IB

CLEAR OPERATIONAL PROCEDURES

Straightforward interface allows host and inspector to continuously follow
sequence of operations and measurement results

M. Kiitt and A. Glaser, Vintage Verification, 34¢3, December 2017 24


http://ukni.info
http://pxhere.com/en/photo/536212

WHAT WE DON'T LIKE AS MUCH

COMPLEX DETECTOR SYSTEM WITH ATTRIBUTE APPROACH

High-purity Germanium (HPGe) detector requires cryogenic cooling,
difficult to operate in the field, inevitable collection of detailed spectra
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EXAMPLE 3

INFORMATION BARKIER
EXPERIMENTAL

Princeton University, 2016




INFORMATION BARRIER EXPERIMENTAL
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INFORMATION BARRIER EXPERIMENTAL
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INFORMATION BARRIER EXPERIMENTAL

(BASED ON THE RED PITAYA)

Two fast analog inputs
14-bit ADC with
125 million samples per second
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Xilinx Zynq 7010
SoC with FPGA and ARM A9 (2 cores)
256 MB RAM
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THE BEST OF ALL WORLDS?

“TRUST THROUGH SIMPLICITY AND OBSOLESCENCE 7

SIMPLE DETECTOR SYSTEM

Sodium-iodide scintillation detector for inherently low-resolution gamma spectroscopy;
Widely available, cheap, and simple to use in the field

M. Kiitt and A. Glaser, Vintage Verification, 34c3, December 2017 3 1



WHY CHOOSING THE 65027

(STILL) FEWER TRANSISTORS THAN THERE ARE NUCLEAR WEAPONS TODAY
(3510 TRANSISTORS, 1 MEGAHERTZ, 56 INSTRUCTIONS)

MQS, 1988

from Computer Preservation Group

MQS, 1982

from Atari Gravitar Machine

" Rockwell, 2012
Rockwell, 2000

Synertek, 1978
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Most haclkeers and habbvis&s

liked to customize, modify,

and jack various things
into their computers. To
Jobs, this was a threat to a
seamless end-to-end wuser

experiev\ceﬁ

Wozniak, a hacker abt heart, disagreed., He wanted to include
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http://youtu.be/QfXNuIrrJQw

SCINTILLATION DETECTOR

Reflector and light shield

Photocathode
Optical coupling / Magnetic shield Light shield

!/ + !l

Electron multiplier — dynodes

Gamma-ray

Scintillator

Electrical
connectors

Particle track Photoelectron

Focusing electrode
Light photon

{  Scintillator Photomultiplier (PMT) >
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INPOQMATION BATZQI‘EQ EX'PEZQIMEN‘TAL 11

HICGHH \ZOLTAG». BOARD




IBX Il HIGH VOLTAGE BOARD
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INPOQMATION BATZQI‘EQ EX'PEZQIMEN‘TAL 11

DATA AL-QUHITION BOAKRD




IBX [ DATA ACQUISITION BOARD

LS B B B N W %
N
- ael

control logic

L
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IBX [ DATA ACQUISITION BOARD

N
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@ Pre-amplifier: Charge-sensitive OpAmp

@ Differentiating OpAmp ... and adjustable gain

T \Stop — 42.0MHz Moise Filter 1) Stop —— 42,0MHz Moise Filter
v v
v o
2 |JS € /
i----o----; ‘-1
1.00Y 2,00 s 10,00 %@ 320 238,036 Halo7:37:38 100V 2,005 1000 %@ “-404¥  77.7361 He[07:39:50
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IBX [ DATA ACQUISITION BOARD

- § 5
T e
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o |
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Q Pulse-shaping: Series of low-pass filters

@ Peak detect & hold ... and ADC timing

Stop g ] 42,0MHz Noise Filter Stop —Gg 42.0MHz_Moise Filter
v v
_—
i \ 10ps
N —
/ 10ps
f
f Vd
f /
f D o R S S S
\/ D
200y 200V I
1.00Y 10,005 10,00 % F396Y 79.7040 Hz|07:45:26 € 500Y 10,0 s E 7264y 78,8403 Hz|0g:15:23

M. Kiitt and A. Glaser, Vintage Verification, 34c3, December 2017

L



DEVELOPMENT FOR VINTAGE
COMPUTING PLATFORMS

LESSONS LEARNED

M. Kiitt and A. Glaser, Vintage Verification, 34¢3, December 2017 45


http://github.com/nuclearfutureslab/ibxII-software



http://youtu.be/QfXNuIrrJQw

COMPARING TWO

RKADIATION SYECTRA




COMPARING TWO RADIATION SPECTRA

(AND DISTINGUISHING A “VALID" ITEM FROM AN “INVALID" ONE)

10000 s s S

M “Valid item” (Cobalt-60) ]
B “Invalid item” (Cobalt-60 with weak Cesium-137 contribution) 5

£ IS V.Y P SO SR S
F TN s s :

662keV 1N\
(Cs-137 Signature) .

ounts
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COMPARING TWO RADIATION SPECTRA

(SIMPLIFYING THE PROBLEM BY INTRODUCING A SMALL NUMBER OF BINS)

10 e 11 i 12 20
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COMPARING TWO RADIATION SPECTRA

BASED ON EXTREMELY SIMPLE (12-NUMBER) FINGERPRINT

10000 S P oo Seeedaoeos: Fsae oeeon: Soeeedporeon: :




COMPARING TWO RADIATION SPECTRA

USING A STANDARD STATISTICAL HYPOTHESIS TEST

10000 F S S e S T S R BT -

Calculate chi-square based on the counts in each bin
Ni for inspected item (m), T for template (W) "3
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SCORING SIMILARITY

RESULTS FROM THIRTY INSPECTIONS OF A "VALID" ITEM




SCORING SIMILARITY

RESULTS FROM THIRTY INSPECTIONS OF AN “INVALID" ITEM

N B s







CAN WE TURN THIS INTO A VIABLE DEVICE
FOR TRUSTED MEASUREMENTS?

trk li

:
s
i

REVISING IBX Il SOFTWARE AND HARDWARE (EXPANSION CARDS)

o Clean up Assembler code; add some extra functionalities to subtract background
and correct for detector drift; replace high-voltage module with basic circuitry

M. Kiitt and A. Glaser, Vintage Verification, 34¢3, December 2017 55
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http://visual6502.org

HOW DO WE KNOW THAT
A PARTICULAR 6002 IS GENUINE?

SEVERAL POSSIBLE OPTIONS ... NEED ONLY ONE TO WORK

 Non-destructive imaging of die (high-resolution x-ray microscopy)?
« Age-dating of chip or package using forensic techniques?
e Proof of provenance?

« Logic testing of circuit to confirm original 6502 architecture?

M. Kiitt and A. Glaser, Vintage Verification, 34c3, December 2017
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Nuclear Weapov\s

We builk Ehem.
We can bkalke Ehem apm*&

@NuclearAnthro
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